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Windows Vista has the built-in ability to automatically reduce the potential of security breaches
in the system. It does that by automatically enabling a feature called User Account Control (or
UAC for short). The UAC forces users that are part of the local administrators group to run like
they were regular users with no administrative privileges.




Method #1 - Using MSCONFIG

1. Launch MSCONFIG by from the Run menu.
2. Click on the Tools tab. Scroll down till you find "Disable UAC" . Click on that line.
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Tool Name Description -

System Properties View basic information about your computer system settings

Intermet Options View Internet Explorer settings

Intermet Protocol Configurat...  View and configure network address settings

Task Manaoer View details about programs and processes running on your computer [

Disable LAP Disable User Account Protection (requires reboot)

Enable LIAP Enable User Account Protection (requires reboot) E

Command Prompt Open a command prompt window

Registry Editor Make changes to the Windows registry
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Selected command:

C:\Windows\System 32\cmd.exe fk %windir %:\System32eg.exe ADD HKLM\SOFTWARE Microsoft\Windows

| Launch |

oK o || cancel apply | [ Help
ik
3. Press the Launch button.

4. A CMD window will open. When the command is done, you can close the window.
5. Close MSCONFIG. You need to reboot the computer for changes to apply.

You can re-enable UAC by selecting the "Enable UAC" line and then clicking on the Launch
button.

*Recommended: Speed up Vista boot times by reducing the number of programs that load at
startup. Control your Vista startup list with this Vista app



Method #2 - Using Regedit

Open Registry Editor.
In Registry Editor, navigate to the following registry key:

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\System

Locate the following value (DWORD): EnableLUA and give it a value of 0.
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Note: As always, before making changes to your registry you should always make sure you have
a valid backup. In cases where you're supposed to delete or modify keys or values from the
registry it is possible to first export that key or value(s) to a .REG file before performing the
changes.

Close Registry Editor. You need to reboot the computer for changes to apply.

In order to re-enable UAC just change the above value to 1.



Method #3 - Using Group Policy

This can be done via Local Group Policy or via Active Directory-based GPO, which is much more
suited for large networks where one would like to disable UAC for many computers at once.

If using Local Group Policy you'll need to open the Group Policy Editor (Start > Run >
gpedit.msc) from your Vista computer.

If using in AD-based GPO, open Group Policy Management Console (Start > Run > gpmc.msc)
from a Vista computer that is a member of the domain. In the GPMC window, browse to the
required GPO that is linked to the OU or domain where the Vista computers are located, then edit
it.

In the Group Policy Editor window, browse to Computer Configuration > Windows Settings >
Security Settings > Local Policies > Security Options.
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2.

In the right pane scroll to find the User Access Control policies (they're down at the bottom of

the window). You need to configure the following policies:

File Actom View Help

«= | AFE - FR 2

X' Local Computer Policy
ai[m(wfwm
» [[3 Software Settings
4 [ Windows Settings
) Seripts (StactupsShut |
b g Deployed Printers
a [ Security Settings
o (28 Account Policies
4 [ Local Policies
b 8 Audit Policy
o (8 User Biights &
[ Security Optic
[ ‘Windoes Firewal
o [ Publc Key Policii
5 (L Software Restricty
5 (8 1P Security Palich
:Ihicrbmdﬂos-
}DMM'HHF“I
# ¢} User Configuration
o [0 Software Settings
s [ Windews Settings
v [ Adminksteataos Templaty

]

Polioy

7] Metwork security: Force logaff when logon hours expire

| @8] Metwork security: LAM Manager authentication bevel
|ﬁmmm:mmw

| [E¥] Metwork security: Minimum session security for NTLM 55P
EMMWMMMTHMLMSBP_
ﬂﬁ!ﬂmﬂytmﬂlﬂw“mﬂnmh@ﬂ
] Recovery console: Allow Nlappy copy and access to all deive...
&3] Shutdown: Allow system to be shut down without having t_.
TH] Shartelerwen: Clear virtual memoey pagefile
EWWWFMMWWIWH_
[7H] System crypography: Use FIPS complant algerithers for en...
[E¥] System ohjects: Require case insensativity for non-Windows...
2] Systern cbjects: Strengthen default permissicns of imtermal 5...
[EH] System settings: Optional subsysterns

ﬁ]s,w tinge: Use Cartiicate Rules on Windows Executab._

u]mnzcmwm-wﬂﬂwmmfm_
] User Aceourt Controk Detect application matallatsors and .

MMkcmcmmwmm&umﬂg_
| B3] User Accourit Contrak Run all adminestrators in Admin App...
[8¥] User Accourt Controk Switch to the secure desktop when p...
] User Accourt Controk Vieualize file and registry write ailur...

3. You'll need to reboot your computers.



Method #4 - Using Control Panel

Open Control Panel.
Under User Account and Family settings click on the "Add or remove user account".
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Click on one of the user accounts, for example you can use the Guest account.
Under the user account click on the "Go to the main User Account page" link.

Guest
f Guest account iz off

Create a new account

What is a user account?

Additional things you can do

Set up Parental Controls

Go to the main User -i'-.-:-:cﬁnts page




5. Under "Make changes to your user account" click on the "Change security settings" link.

Make changes to your user account

Change your password

Remowve your password

encryption

Change your picture
Change your name

Change your account type

Manage ancther account

Change security sw;
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6. In the "Turn on User Account Control (UAC) to make your computer more secure" click to
unselect the "Use User Account Control (UAC) to help protect your computer". Click on the Ok
button.

Turm on User Account Control (UWAC) to make your computer maore secure

We recormmiend that you leave User Account Comtred (UAC) on because &t helps prevent unsuthonized
chisnges to your computer. When UAC & on snd you sre using an sdministrator account, Windiows will zsk
you for permission when you try to do something thet requires sdministrative nights (such as instaling
software or changing settings that sffect other users), When UAC is on and you're using & tandard sccount,
Windews will a5k for an administretor password to makbe these types of changes.

71 Use User Account Conired (UAC) to help protect your computer
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7. You will be prompted to reboot your computer. Do so when ready.
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Turn on User Account Control (UAC) to make your computer more secure
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yoou for permission when vou try to do something thet requires sdministrative nights (such as installing
software or chamging settings that affect other users), When UAC is on and you're using & standard account,
‘Windiaws will &sk fiar en administrator password to maie these types of changes.
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You must restart your computer to apply these
changes Cancel

Before restarting, seve amy open files and close sll prograsms.

Restart E Cancel

In order to re-enable UAC just select the above checkbox and reboot.

Related Vista Note: Some users have asked if we can help with a missing DirectX dll files in
Windows Vista required to play some games. You can download the d3drm.dll file here



